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Abstract: The research focuses on enhancing the security of IoT camera systems against cyber threats and
adversarial attacks. The project proposes a multimodal deep learning solution that combines network/log data
analysis with video data for intrusion detection. The author studies and compares the performance of
Transformer and State Space Model (Mamba) architectures on the standard CIC-IDS-2018 dataset. The
system integrates the n8n platform for automated alerting, ensuring real-time response capability and model
robustness against intentional data manipulation.
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