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Abstract: Research and development project on a solution for detecting phishing websites using machine
learning techniques, replacing the traditional blacklist matching method. The author extracts feature groups
from URLs, such as lexical features and statistical features, to train models like SVM and Random Forest. The
process includes data collection, preprocessing using the Pandas library, and feature normalization to optimize
classification performance. Experimental results through Ablation Study show that URL structural features
play a key role, helping the model achieve high performance with an impressive F1-score.
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