Building a machine learning model for intrusion detection based on
network data.
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Abstract: The thesis focuses on building an Intrusion Detection System (IDS) using machine learning
algorithms on the standard NSL-KDD dataset. The study performs classification of network traffic into
normal or intrusion states through a rigorous data preprocessing process and effective feature selection. The
author applies a data-centric approach to optimize model performance. The system includes a visual
monitoring Dashboard interface, providing transparent evaluation metrics. Experimental results show that the
model can provide early warnings of network threats with high accuracy, effectively supporting cybersecurity
efforts.
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